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1. Introduction

1.1 Overview

This manual presents known issues and solutions related to certificate licensing. It is intended to be a
continuously developing diagnostic tool as licensing evolves. If you encounter any issues that are not covered
herein, please forward the details to our Support Desk (support@mhi.com).

The information in this manual is applicable to certificate licensing for the following software:
e PSCAD™ V5
e PSCAD™ X4: Version 4.5 and Version 4.6
e FACE v2.0 - Field and Corona Effect
e Enerplotv1.0
e PRSIM V1.0
e The PSCAD Initializer v1.0
This manual is broken down into the following categories:
e Section 2: Certificate Licensing Issues
e Appendix A: Using the Fortran Medic Utility
e Appendix B: Requirements for using Certificate Licensing
e Appendix C: Testing Certificate Licensing connectivity

e Appendix D: Viewing the licensing log file

1.2 Related Support Documents

Refer to this article for other, related, support documents.

Page 1


mailto:support@mhi.com
https://hvdc.ca/knowledge-base/topic:121/v:

o
M a n I tO ba Resolving Certificate Licensing Issues

HYDRO INTERNATIONAL

2. Certificate Licensing Issues

2.1 Advanced Licensing Results in “Proxy Authentication Required (407)”

Problem
When attempting to acquire a license certificate, you encounter the following error:

Proxy Authentication Error (407)

Log File Evidence

ERROR: ProtocolException:

ERROR: Cause: The remote server returned an unexpected response: (407) Proxy Authentication
Required.

ERROR:  Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)

ERROR: WebException:

ERROR: Cause: The remote server returned an error: (407) Proxy Authentication Required.

ERROR:  Method: System.Net.WebResponse GetResponse()

ERROR:  Status: ProtocolError

ERROR:  Server:

ERROR:  ResponseUri: http://licensing.pscad.com/Licensing/NormalService

ERROR: ResponseCode: ProxyAuthenticationRequired (407)

Solution 1
e Have your IT remove the proxy authentication requirement for pscad.com.

e Attempt to activate a certificate.

Note
Refer to Appendix B for certificate licensing requirements.
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Solution 2

e Determine the HTTP Proxy address, port and settings.

e Launch PSCAD and go PSCAD | Options | Advanced Licensing.

X PSCAD Free Schematic

Home  Project  View Tools = Components Models

P
3 iNew > Recent Projects/Workspaces
1 ..\PSCADFree\Examples\DCMachines\dc_shunt.psox
@ Open ’ 2 -\Desktop\New folder\yasser.pswx

3..\D \PSCADFree\ ial\vdiv.psex
H Save »

4 ..\Electric_Arc_Furnace-1\eaf_example\eaf_example.pscx

[ ]Unload » |5 .-\DFIG_V4_November_2010\DFIG_2010_11.pscx
6 ..\DFIG_V4_November_2010\dgo_new_lib_feb_07.pslx
g’ Print ¥ |7 .\Desktop\temp2\IEEE34bus\IEEE34-no-wind.pscx

8 C:\Temp\New folder\eaf_example\eaf._ le.pscx
0 Help »
9 C:\Temp\New folder\IEEE34bus\IEEE34-no-wind.pscx

10 C:\Temp\New folder\PWM\jnverter_case_01.pscx

System Settings !Oplions ?’t

Resolving Certificate Licensing Issues

s Application Options X

|Workspace

Workspace
Environment
Blackboxing

o Modify the Proxy Server (HTTP) settings as required, then select OK.

87 Application Options

Address:Port

Explorer default proxy. http:

Enter the address:port of your network proxy If it is different than the Internet
Ko http://10.1.1.1

ok Cancel Help...

o Select “Ok” to apply the change.

Advanced Licensing ;I
@ Al "‘
e 2t L3 4 1. Select
4 proxy Server (HTTP) —
ot Cuse the spected proxy )
Credentials Default 2. Enter proxy address*
i ror 1k proxy
Expect 100 Continue Enable (defa
4 Server
HTTP Address http://kcensing.pscad.com:80/Uicensing/<|
TCP Address net.tcp://icensing.pscad.com:443/Licensi
4 Startup Behaviour
Licensing Service Legacy kcensing (intranet)
4 Termination Behaviour
Certificate behaviour Retain certficate

*Help with entering
proxy address

Start Page

Controls whether or not the start page is opened on application start up.

f—

e Attempt to activate a certificate.
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2.2 Receiving an "Unable to obtain the license certificate" Error

Problem 1

If the time or date on your computer is incorrect, the following message will display when trying to license
software:

[ PSCAD e o

Unable to obtain the license certificate
h Your system time appears to be incorrect.
: To resolve this issue...
Please ensure that your system time is correct, and then try again.

Retry Cancel

Solution 1

1. Determine the correct time zone, date and time in either of the following two manners:
a. Use the “worldtimeserver” website as follows:

e Go to the following website:

http://www.worldtimeserver.com/current time in UTC.aspx

e Browse to your region using the “Countries” browser:

Countries

(UTC/GMT)
Afghanistan
Aland Islands
Albania

Algeria
American Samoa
Andorra

e The time zone, date and time in your region will be displayed. For example:

Location o~

Tasmania, Australia

The current time and date right now

Date
[Datel— February 2, 2016
‘Austrah'an Eastern Daylight Time (AEDT) +1100 UTC
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b. Use the Fortran Medic utility as follows:
e Run the Fortran Medic utility as per Appendix A.2.

e After the utility is done retrieving information, scroll down to “Machine Info”, and note the time zone,
date and time that the computer should be set to:

Machine Info
Time (Local culture)
Local: 2016.02.26 15.39.44
GMT: 2016.02.26 21.39.44
Time (Invariant culture)

Local: 2016.02.26 15.39.44
Set your computer date GMT: 2016.02.26 213944
and time to this setting: |~ (L ing IS

Local: 2016.02.26 15.39.45 (ideal local time) I
GWT. 20160226 213945

Set your computer time

. . Ti :
Zone to thIS settlng: e mezre

andard name: Central Standard Time
Daylightname: Central Daylight Time
Offset U0

e [f your computer time is different from the global time by more than three minutes, you will see the
following error in the conflicts section:

Your system clock is not synchronized to global network time.

e Right-clicking on the error will display instructions on setting the correct time, date and time zone. An
example is shown in the following screenshot; more detailed instructions are below, in Steps (2) and

(3):

-

Incormect System Time ﬁ

Your system clock must be correctly set in order to use the MyUpdater utility or
certificate-based licensing.

Currently, your system clock is off by about 00:28:03 (HH:MM:SS).
As of right now,
- The incorrect local time is: ***
- The expected local time is: ***
Your system clock may be corrected as follows:

1. Open the Windows Control Panel and browse to the ‘Date and Time” settings.
2. Ensure that the correct time zone is specified.

3. Set your system clock ahead by 28 minutes.

4. On the Medic, select Actions | Start to re-check your system time.

5. Make further adjustment to your system clock as necessary.
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Resolving Certificate Licensing Issues

From your Windows Start menu, browse to: Control Panel | Clock, Language and Region | Date and

Time, then select “Change time zone”.

r 5
i Date and Time u
Date and Time | Additional Clocks

Date:

February-2-16

Time:

3:24:50 PM

:‘g‘ Change date and time...
Time zone
| Change time zone... "

b. Select the correct time zone from the drop-down menu (as determined in Step (1)), then select “OK”.

C.

r ~
i+ Time Zone Settings u
Set the time zone:
Time zone:
F 1

4

Current date and time:

February-2-16, 3:16 PM

Cance'

Select “Change date and time”:

. Date and Time ﬂ
Date and Time ‘Additional Clocks‘
Date:
February-2-16
Time:
3:18:20 PM
| '?Change date and timﬂ
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d. Select the correct date and time (as determined in Step 1), then select “OK":

,
. Date and Time Settings

Set the date and time:

Date:

‘ July, 2014 »

Su Mo Tu Sa
%30 1 R3PS
6 7 8 Y10 12

13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30 31 1

3. Retry licensing the software. If the issue persists, repeat Steps (1) and (2) to further refine and correct the

time.

Note

Refer to Appendix B for certificate licensing requirements.

Page 7



HYDRO INTERNATIONAL

Problem 2

When the user attempts to activate a license certificate for the Free Edition, the request is refused, and the
following information is displayed in a dialog box:

[ PSCAD ==

Unable to obtain the license certificate

Failed to request a license certificate from the server.
To resolve this issue...

Please try again. If still unable to contact the server, then please
locate and e-mail the PscadLmgr.txt file to PSCAD support

Retry Cancel

—

Cause 1

The Windows operating system, Vista, is not compatible with PSCAD. This is determined as per the
PscadLmgr.txt file, in which the following data is displayed:

Advanced Licence Manager <version (date)> starting on Windows Vista (6.00.6000)

ERROR: Error processing request.
ERROR: Exception:
ERROR: Cause: License does not support this Windows version.

Solution 1

Update operating system to a minimum of Windows 7 (SP1).

Cause 2

The user does not have access to the license in their MyCentre account.
Solution 2

Contact support@mbhi.ca to request access.

o
M a n ItO ba Resolving Certificate Licensing Issues
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23 Receiving an "Unable to determine login status" Error Message

Problem

When logging in to PSCAD using your MyCentre login credentials, the following error message displays:

Login

Please enter your Username and Password

Username
Password
[7] Remember Me

Unable to determine login status.
Please locate and e-mail the PscadLmgr.txt file to PSCAD support.

ForgotPassword Register [ OK ][ Cancel

And the PscadLmagr.txt file reveals an error message similar to the following:

Hostname contains non-English characters. User: USERNAME, Host: HOSTNAME
Error: Login failed. Cannot convert UnknownType object to System.String

Cause
The machine host name contains non-English characters.
Solution

Switch the machine name to one which is composed of English characters.

Note
Refer to Appendix B for certificate licensing requirements.
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2.4 PSCAD Client Cannot Contact the Server

Problem
PSCAD cannot ping the Server, nor activate a license from the Server.
Cause

You are not able to access off-site websites, or our License Server, without all outgoing traffic going through
your mandatory corporate proxy server. Therefore, PSCAD is not able to access our License Server.

And, if you run our ProxyDetector utility, it will attempt to reach our License Server via your default proxy
server. An error similar to the following may display:

Exception:
Cause: The HTTP request was forbidden with client authentication scheme 'Anonymous'.
Type: System.ServiceModel.Security.MessageSecurityException
Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)
TargetSite: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)
WebException:
Cause: The remote server returned an error: (403) Forbidden.
Method: System.Net.WebResponse GetResponse()
Status: ProtocolError
Server:
ResponseUri: http://licensing.pscad.com/Licensing/PingService
ResponseCode: Forbidden (403)

Background

In order to secure web traffic, IT personnel or applications will install one or more certificates generated by
trusted certificate authorities on web-facing servers.

When web clients, such as PSCAD or the ProxyDetector want to communicate with, or through, a server, they
request a list of certificates stored on the server, then verify the certificate chain of trust and open up a secure
communications channel with the desired endpoint.

It appears that the primary cause of the error that you are encountering is that a server between the
ProxyDetector and our License Server is trusting too many certificate authorities, and as a result, sends only a
truncated (partial) list of certificates to our web client, such as PSCAD or the ProxyDetector, which then cannot
verify the chain of trust. This is a known Windows issue, as described in the following link:

https://support.microsoft.com/en-us/kb/2801679 SSL/TLS communication problems after you install KB
931125

This error may be due to a server on your site, most likely your proxy server.
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Solution
The following are possible workarounds:

1. Have your IT administrator of the proxy server review the certificate authorities trusted for client
authentication and remove those certificates that do not really need to be trusted.

2. Have your IT department remove the proxy requirements for all web traffic destined for:

e  http://licensing.pscad.com:80/Licensing/NormalService
e  http://licensing.pscad.com:80/Licensing/FreeService

e  http://licensing.pscad.com:80/Licensing/PingService
This would allow the licensing web traffic to completely bypass the proxy server.
3. Take your laptop offsite or home, and acquire a license certificate. As the acquired certificate expires in

28 days, you would need to do this at least once every 28 days or less.

Note
Refer to Appendix B for certificate licensing requirements.
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2.5 Receiving a “Communication with the server failed. (417) Expectation failed” Error Message

Problem

When trying to activate certificate licensing using correct MyCentre login credentials, the following error
message is displayed:

.

Unable to obtain license certificate

Communication with the server failed. (417) Expectation
failed.

1. To resolve this issue

Please review your licensing proxy settings, and then try
again. If still unable to contact the server, then please
locate and e-mail the Pscadlmgr.txt file to PSCAD support.

When the Retry button is pressed, the Login dialog box displays, and the user enters correct MyCentre login
credentials. However, the following error then displays:

Please enter your Username and Password

Password

| Remember Me

Communication with the server failed. (417) Expectation failed.
Please review your licensing proxy settings, and then try again. If
still unable to contact the server, then please locate and e-mail
the PscadLmgr.txt file to PSCAD support.

Forgot Passward  Register | ok || Ceaeel |
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And, the PscadLmgr.txt log file displays the following messages:

Attempting to contact server using HTTP.(Fri(Fri May 20 12.58.03 2016) Connecting...

Endpoint = http://licensing.pscad.com:80(Fri May 20 12.58.03 201(Fri May 20 12.58.03 2016) Active binding: WSHttpBinding
ERROR: ProtocolException:

ERROR: ProtocolException:

ERROR: Cause: Unexpected response from the remote server has been returned: (417) Expectation Failed.

ERROR:  Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)

ERROR: WebException:
ERROR:  Cause: The remote server returned an error: (417) Expectation Failed
ERROR:  Method: System.Net.WebResponse GetResponse()
ERROR:  Status: ProtocolError
ERROR:  Server: squid
ERROR:  ResponseUri: http://licensing.pscad.com/Licensing/FreeService
ERROR:  Http code = 26417
Aborting...
Attempting to contact server using TCP..(Fr(Fri May 20 12.58.03 2016) Connecting...
Endpoint = net.tcp://licensing.pscad.com
Active binding: NetTcpBinding
ERROR: Exception:
ERROR: Exception:

ERROR:  Cause: net.tcp://licensing.pscad.com:443/Licensing/FreeService could not connect. The duration of the connection attempt was
00:00:21.0444369. TCP Error Code 10060: Because the connection already called did not properly respond after a period of time, it was
unable to connect. Or because connected host has failed to respond, established connection failed. 198.163.208.32:443.

ERROR:  Type: System.ServiceModel.EndpointNotFoundException

ERROR:  Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)

ERROR: TargetSite: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)

ERROR: SocketException:

ERROR: Cause: Because the connection already called did not properly respond after a period of time, it was unable to connect. Or
because connected host has failed to respond, established connection failed. 198.163.208.32:443

ERROR:  ErrorCode: 10060

ERROR:  SocketErrorCode: TimedOut
ERROR:  NativeErrorCode: 10060

ERROR:  Meth ERROR:  Tcp code = 10060
ERROR:  Failed to contact server

Cause

A proxy server in the customer’s network is blocking communication with our server, preventing the activation
of certificate licensing.
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Solution 1

Bypass the proxy server in your network, to allow the certificate licensing to work.

Solution 2

e Launch PSCAD, and display the Application Options dialog box (from the PSCAD Start menu, select

IIO H ”y\.

ptions”):
% PSCAD (64-bit) Unlicensed Schematic
El Home  Project View Tools  Components Models

, Recent Projects/Workspaces |

System Settings | Options | Exit

Select the Certificate Licensing page from the drop-down menu:

| Certficate Licensing |

o 3l 3

r'::‘ Application Options oS
uJ
|

Change the Expect 100-Continue to “Disable”:

g Application Options % )
| Certficate Licensing >
ou 9l 3
“ Prompt
Notify me when the icense certificate will expire  within 7 days
Prompt on "Log Out’ True
4 Proxy Server (HTTP)
[| Type Use the defau proxy
URL
Authentication Defaut
Credentials for defaul web proxy Qe
pect 100 Continue 7
“ Server Enable (defaul
HTTP Address Disable

e  Select OK to apply the change:
[ oncel ]
e Close PSCAD.
e Launch PSCAD, and see if it becomes licensed.
Note

Refer to Appendix B for certificate licensing requirements.
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2.6 Receiving “User <> is not authorized for <PSCAD 461 x64>" Error Message

Problem
The user is unable to run authorized software via MyUpdater. The following messages display in MyUpdater:

Error: Unable to get session info from Update Server on UpdateServer.pscad.com:80
Cause: User<>is not authorized for <PSCAD 461 x64>

Unable to upload file(s)

Unable to start session. Unable to import a blank SessionCookie.

Attempting to renew your <PSCAD 461 x64> license

Unable to extend PSCAD 461 x64 license...

Cause: User <> is not authorized for <PSCAD 461 x64>

Attempting to start <PSCAD 461 x64>

Launching <Pscad.exe>

Using elevated privileges.

Cause

This MyUpdater user is not logged in. Therefore, any MyCentre products for which the user is authorized may be
launched from MyUpdater, but may not be installed or updated.

Solution

Log in to MyUpdater (select “Log in” from the “Account” tab).

Note
Refer to Appendix B for certificate licensing requirements.
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2.7 Receiving “Failed to contact the server” Error Message

Problem

When attempting to log in to PSCAD using MyCentre login credentials, the following error message is displayed:

o

Login

Please enter your Username and Password

Password

Remember Me

Failed to contact the server. Permission denied.

Ensure you have local administrator rights, and that the application was
started with elevated privileges. If still unable to contact the server, then
please locate and e-mail the PscadLmgr.txt file to PSCAD support.

ForgotPassword Register OE ][ Cancel ]

Cause

Communication to our certificate licensing server is being blocked by the user’s anti-virus and/or firewall
software.

Solution

Ensure that the requirements as listed in Appendix B are met.
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2.8 Receiving “You need to be online and logged into your account” Error Message

Problem

When attempting to update software using MyUpdater, the following error message is displayed:

-

r =
Confemn Update é

You need to be online and logged into your account to update
<product>.

oK

Cause

Communication to our certificate licensing server is being blocked by something in the user’s network, for
example a proxy server.

Solution 1

Bypass the proxy server in your network, to allow communication between MyUpdater and our sofware server.
Solution 2

Contact our support desk to see whether there is an alternative method of software installation. Ensure to
include your MyCentre user account name or certificate number, and a description of the issue.

Note
Refer to Appendix B for certificate licensing requirements.
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29 Certificate Licensing is randomly released

Problem

Certificate licensing is suddenly released for no reason a few minutes after activation. When licensing is re-
activated, the same issue occurs.

Possible Cause

The computer sometimes loses track of where the Common Documents folder is, which is required for licensing:
C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses
C:\Users\<user_id>\AppData\Local\Manitoba Hydro International\Licensing\Licenses

Solution

Ask your IT staff to help to ensure this path is always available.
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2.10 Receiving an “Unable to contact the server” Error Message

Problem

The following error displays when trying to log in to PSCAD:
PSCAD H

Unable to contact the server at:

http://licensing.pscad.com:80/Licensing

Communication with the server failed. Specified server address
I . was not found or is not active.

To resolve this issue...

Please try again. If still unable to contact the server, then please
locate and e-mail the PscadLmgr.txt file to PSCAD support.

Retry ‘ Cancel |

And the following logging information is listed in the PscadLmgr.txt file:

Attempting to Login

Attempting to contact server using HTTP...

Connecting...

Endpoint = http://licensing.pscad.com:80/Licensing
Active binding: WSHttpBinding

ERROR: Exception:

ERROR:  Cause: There was no endpoint listening at http://licensing.pscad.com/Licensing that could accept the message. This is often caused by an
incorrect address or SOAP action. See InnerException, if present, for more details.

ERROR: WebException:
ERROR: Cause: The remote server returned an error: (404) Not Found.

Attempting to contact server using TCP...

Connecting...

Endpoint = net.tcp://licensing.pscad.com:443/Licensing
Active binding: NetTcpBinding

ERROR: Exception:

ERROR: Cause: There was no endpoint listening at net.tcp://licensing.pscad.com:443/Licensing that could accept the message. This is often
caused by an incorrect address or SOAP action. See InnerException, if present, for more details.

ERROR:  Tcp code = 21005

ERROR: Failed to contact server

Page 19



Manitoba

HYDRO INTERNATIONAL

Resolving Certificate Licensing Issues

Cause

In the PSCAD application, the license server addresses are set incorrectly. Therefore, PSCAD attempts to contact
the license server using the wrong addresses, thus communication fails.

The Fortran Medic can detect if these addresses are set incorrectly. For more information, refer to Appendix A.5,
ltem 2.

Solution
Fix the setting in PSCAD as follows:
e Launch PSCAD.

e Display the Application Options dialog (you do not need to be logged in to display this):

e Display the Certificate Licensing page:

w? Apphcation Optices

1 & ZELAD 441 (64-bit) Protessonsd ) Agpication Optom -
{ H l-«-«- P Vew  Tech  Usises JWrodepscs A
0
u hew s Mecest ProjecWorkspaces o
Norespar Shom f defintion 5 exterrel
T ¢ Tranarascn segeert miles em ey
l; - SErAtion £Op KTy Row
Rurmme progress b e
g T Wasoace pare wainG Osatie
Defast pacameter G vew ~N
Mrw Session
Ondtamg Hesiore T Uil e s
v St Page open
=6 « projecs
My Propects SiarDe)
0 e Ownge Trackng Une undoyredo stack
Folder 2ocess Tindng o
On ke Mrary s of e project deperdmoes
* wAX Legacy Tmport/Leed
Otaoiete QIMIOD (OMPOnNnts NO 100
Sytters "'"V‘I Optors L‘ Paramwtey Syretroraaton, Sytchroice sth defrtxr
7 Ctsolere SOLFINE Srectves N0 acton
2. Pararreten et 10 TOUURDON 1) Sarve DCEver 2l CONeCE Gl MmaEch

- je®
“ Prompt
Notfy me when the boerse certificate wll e wethin 7 days

|
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e Ensure that the two Server fields are set to the correct addresses as shown in the screenshot below:

s Application Options =)
| Certificate Licensing ]
8121 3 4 |
4 Prompt |
Notify me when the license certificate will expire within 7 days [
Prompt on 'Log Out’ True |
“ Proxy Server (HTTP) ‘
Type Use the default proxy \
Authentication Defauk
Credentials for default web proxy Defauk
Expect 100 Continue Enable (default)
| 4 Server
HTTP Address http://icensing. pscad.com: 80/Licensing/$(ServicePath)Service ’
TCP Address net.tep://icensing.pscad.com:443/Uicensing/$(ServicePath)Service

Note
You may simply copy/paste the following text in these fields:

First field:
http://licensing.pscad.com:80/Licensing/S(ServicePath)Service

Second field:
net.tcp://licensing.pscad.com:443/Licensing/$(ServicePath)Service

e Select “OK” to save the changes and exit the Application Options:

 Display

e Trylogging in to PSCAD:

{ % PSCAD 4.6.1 (64-bit) Unlicensed L (S

F:q_'” W Home Project View Tools  Utilities Acquire Certificate § Log In ‘

o Iflogin is successful, select “Acquire Certificate”:

/% PSCAD 4.6.1 (64-bit) Unlicensed [T
bﬂ Home  Project  View Tools  Utilities I Acquire Certificate ' Log Out S 0|

o A certificate should now be activated on your machine. This certificate will be valid for a period of 28
days, or refreshed to a new 28 day period whenever PSCAD is launched with online connection.
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2.11 Receiving an “Unable to obtain the license certificate” Error Message

Problem

When trying to activate a certificate license, licensing fails, and the following error displays:

PSCAD L

Unable to obtain the license certificate
Failed to contact the server. Permission denied.
A To resolve this issue...
Ensure you have local administrator rights, and that the
application was started with elevated privileges. If still unable

to contact the server, then please locate and e-mail the
PscadLmgr.txt file to PSCAD support.

Retry Cancel

Consequently, the PSCADLmgr.txt log file lists the following messages:

Attempting to Request License Groups for pscad Free
User privileges = Admin

Domain =

Application type = 32-bits

Proxy type = Default

Proxy address =<not set>

Proxy authentication = Default

Proxy credentials = Default

Expect1l00Continue =True

Attempting to contact server using HTTP...
Connecting...

Endpoint = http://licensing.pscad.com:80/Licensing/FreeService
Active binding: WSHttpBinding

ERROR: Exception:

ERROR: Cause: There was no endpoint listening at http://licensing.pscad.com/Licensing/FreeService that could accept the message. This
is often caused by an incorrect address or SOAP action. See InnerException, if present, for more details.

ERROR:  Type: System.ServiceModel.EndpointNotFoundException
ERROR: Invoking Type: System.Runtime.Remoting.Proxies.RealProxy

ERROR:  Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.|Message)

ERROR: WebException:

ERROR:  Cause: Unable to connect to the remote server

ERROR:  Method: System.|O.Stream GetRequestStream(System.Net.TransportContext ByRef)

ERROR:  Status: ConnectFailure

ERROR: SocketException:

ERROR:  Cause: An attempt was made to access a socket in a way forbidden by its access permissions 198.163.208.32:80
ERROR:  ErrorCode: 10013

ERROR:  SocketErrorCode: AccessDenied

ERROR:  NativeErrorCode: 10013
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ERROR:  Method: Void DoConnect(System.Net.EndPoint, System.Net.SocketAddress)
ERROR:  Http code = 10013

Aborting...

Attempting to contact server using TCP...

Connecting...

Endpoint = net.tcp://licensing.pscad.com:443/Licensing/FreeService

Active binding: NetTcpBinding

ERROR: Exception:

ERROR:  Cause: Could not connect to net.tcp://licensing.pscad.com:443/Licensing/FreeService. The connection attempt lasted for a time
span of 00:00:00. TCP error code 10013: An attempt was made to access a socket in a way forbidden by its access permissions
198.163.208.32:443.

ERROR:  Type: System.ServiceModel.CommunicationException
ERROR: Invoking Type: System.Runtime.Remoting.Proxies.RealProxy

ERROR:  Method: Void HandleReturnMessage(System.Runtime.Remoting.Messaging.IMessage,
System.Runtime.Remoting.Messaging.IMessage)

ERROR: SocketException:

ERROR: Cause: An attempt was made to access a socket in a way forbidden by its access permissions 198.163.208.32:443
ERROR:  ErrorCode: 10013

ERROR:  SocketErrorCode: AccessDenied

ERROR:  NativeErrorCode: 10013

ERROR:  Method: Void DoConnect(System.Net.EndPoint, System.Net.SocketAddress)

ERROR:  Tcp code = 10013

ERROR:  Failed to contact server

Aborting...

Furthermore, our Licensing Connection Tester (Appendix C) does not detect any issue with the connection.

Furthermore, our latest Fortran Medic tool does not detect an incorrect URL setting in PSCAD for our certificate
license server (see Appendix A.5, Item 2).

Cause

Protection software is blocking this connection. Specifically, the K7UItimate Anti-virus has been known to block
connection and cause these errors.

Solution

e Disable the anti-virus software to activate the certificate, then re-able the software, or

e Somehow white-list PSCAD operations in the anti-virus software.
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2.12  Receiving a “Failed to save the license certificate” Error Message

Problem

When trying to activate a certificate license, licensing fails, and the following error displays:

PSCAD =

Unable to obtain the license certificate

Failed to save the license certificate.

To resolve this issue...

Ensure you have local administrator rights, and that the
application was started with elevated privileges. If still unable

to contact the server, then please contact your IT staff for
assistance.

Retry

Cause 1

The user does not have permission to create a required file for certificate licensing in the Common Documents
folder. If the file cannot created, then certificate licensing will not work. See Appendix A.6 Item 6 for the listing
of required filepaths for certificate licensing.

For example, normally, a user with Windows “user” privileges would be able to create files in this folder.
However, a network group policy overrides this, and specifies that users must have Windows “administrator”
privileges to create files in this folder.

Solution 1

Use the Fortran Medic utility to configure for a Windows “User” to have full permissions in the Common
Documents folder as per Appendix A.5 Step 6, or

Obtain assistance from your IT staff to allow a Windows “user” to have full permissions in the Common
Documents folder.

or

Provide Windows administrator privileges to the user, so the user may create a file in the Common Documents
folder. Then, the user should always launch the MHI product with Windows Administrator privileges (right-click
on the link to launch the product, then select the option to “Run as administrator”).
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Cause 2

If the following messages are listed in the PscadLmgr.txt file (this log file may be displayed as instructed in
Appendix D.2):

Attempting to contact server using HTTP...

Connecting...

Endpoint = http://licensing.pscad.com:80/Licensing/NormalService

Active binding: WSHttpBinding

Succeeded

Processing request...

License is already owned by this user.

Saving certificate to C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses

ERROR: Unable to save certificate.

ERROR: Cause: This implementation is not part of the Windows Platform FIPS validated cryptographic
algorithms

...then a setting on your computer is not allowing a required encryption algorithm.
Solution 2
This issue may be fixed using the Fortran Medic utility as follows:

e Run the latest Fortran Medic utility as per Appendix A.2.

e When the utility has finished gathering information, scroll down to the “Licensing” heading (towards
the bottom of the utility). One of the following three messages will be displayed:

Use only FIPS compliant algorithms
Value: 1 (Enabled)
Conflicts

This computer is not configured to support a required algorithm

Or

Use only FIPS compliant algorithms
Status: <Registry value not found>
Conflicts

This computer is not configured to support a required algorithm

Or

Use only FIPS compliant algorithms
Value: 5

Status: <Registry value is invalid>
Conflicts

This computer is not configured to support a required algorithm
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e Right-click on the error message, and the following dialog box will display:

Confirm Registry Action &J

A required encryption algorithm is not allowed as this computer is configured to
only use FIPS compliant algorithms.

As a result:

- The MyUpdater will not be able to display your authorized products
- PSCAD will not be able to use certificate licensing

unless you select to allow non-FIPS-compliant algorithms.

To resolve this issue, this utility needs to create/update the following registry
value:

Folder: HKEY_LOCAL_MACHINE (32-bit registry)

Key: System\CurrentControlSet\Control\Lsa\FIPSAlgorithmPolicy
Name: Enabled

Value: O

Select OK to allow non-FIPS-compliant protocols
Select Cancel to leave the registry value unmodified

OK ] l Cancel

o Select “OK” to allow the Fortran Medic utility to make the change to your computer.

e Retry activating a PSCAD certificate license.
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2.13  Receiving an “Unable to save certificate...Access is denied” Error Messages

Problem

When trying to activate a certificate license, licensing fails, and any of the following three messages will display:

Failed to save the license certificate.
Ensure you have local administrator rights, and that the application was started with elevated privileges.
If still unable to contact the server, then please contact your IT staff for assistance.

Or

Failed to load the license certificate.
Ensure you have local administrator rights, and that the application was started with elevated privileges.
If still unable to contact the server, then please contact your IT staff for assistance.

Or, in the PscadLmgr.txt file (see Appendix D.2 to display this text file)

Processing request...

License is already owned by this user.

Saving received certificate to C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses
ERROR: Unable to save certificate

ERROR: Access is denied

Failed to obtain a license certificate

Cause

PSCAD is launched with “user” privileges. However, the customer’s group policy is set to only permit
“administrators” to create files in the Common Documents folder. The group policy does not permit a “user” to
create files in the Common Documents folder.

Solution
Launch PSCAD with administrator privileges so that the file may be created:
e C(Close all instances of PSCAD.

e Launch PSCAD as an administrator — Right-click on PSCAD v46 link, and select “Run as administrator”
from the menu:

| PSCAD
| PSCAD V4 Goen
I E3EAL X4 E Run as administratﬂ
E ESCAD y46 SkyDrive Pro »
€ Web Home i P
Troubleshoot compatibility
4 Back Open file location
7-Zip »
d CRC SHA 4
¢ WinMerge

e Test the licensing.
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2.14  Receiving a “Proxy authentication is required” Error Message

Problem

When trying to log in and activate a certificate license in the PSCAD application, the following message displays:

' ™y

Login

Username
Password

] Remember Me
Communication with the server failed. (407) Proxy authentication is required.

Please review your licensing proxy settings, and then try again. If still unable to
contact the server, then please locate and e-mail the PscadLmgr.txt file to PSCAD

support.
Forgot Password Register I
OK || Cancel |
. o

The PscadLmgr.txt file lists messages similar to the following:
Attempting to Login

Attempting to contact server using HTTP...

Connecting...

Endpoint = http://licensing.pscad.com:80/Licensing/NormalService

Active binding: WSHttpBinding

ERROR: Exception:

ERROR: Cause: There was no endpoint listening at http://licensing.pscad.com/Licensing/NormalService that could accept the message. This is often caused by an incorrect
address or SOAP action. See InnerException, if present, for more details.

ERROR: WebException:
ERROR:  Cause: Unable to connect to the remote server

ERROR:  Status: ConnectFailure

ERROR: SocketException:

ERROR:  Cause: The connection request failed because the connected computer did not respond within a certain time or because the established connection to the host does
not work anymore 198.163.208.32:80

ERROR:  ErrorCode: 10060

ERROR:  SocketErrorCode: TimedOut

ERROR:  NativeErrorCode: 10060

ERROR:  Http code = 10060
Aborting...

Attempting to contact server using TCP...

Connecting...

Endpoint = net.tcp://licensing.pscad.com:443/Licensing/NormalService

Active binding: NetTcpBinding

ERROR: Exception:

ERROR:  Cause: Could not connect to net.tcp://licensing.pscad.com:443/Licensing/NormalService. The connection attempt lasted for a time span of 00:00:21.0104202. TCP
error code 10060: The connection attempt failed because the connected computer did not respond within a certain time or because the established connection to the host does
not work anymore 198.163.208.32:443.

ERROR: SocketException:
ERROR:  Cause: The connection attempt failed because the connected computer did not respond within a certain time or because the established connection to the host does
not work anymore 198.163.208.32:443
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ErrorCode: 10060
ERROR:  SocketErrorCode: TimedOut
ERROR:  NativeErrorCode: 10060

ERROR:  Tcp code = 10060
ERROR:  Failed to contact server
Aborting...

When the Certificate Licensing Connection Tester Utility is run (Appendix C), messages similar to the following
are generated:

Certificate Licensing Connectivity - Test Summary
000 settings were able to configure the local client.
000 settings were able to connect to the server.
Connectivity and Operation - Analysis

Network ping appears to be blocked.

Unable to contact the server without using a proxy.
Licensing is not able to contact the server.

Cause
The user’s network is blocking communication to both of our server IP addresses:

e http://licensing.pscad.com:80/Licensing (preferred)

e net.tcp://licensing.pscad.com:443/Licensing (fallback)

In order to activate certificate licensing, PSCAD must be able to reach one of the above addresses.
Solutions

1. Preferred solution: Ask your IT staff to allow access to one of the above IP addresses, so that you can
activate the license through your company’s network.

2. Alternative solution: Move your laptop to a different network (e.g. home), and try to activate the
certificate from there. If licensing works, configure PSCAD to “retain” the license (see screenshots
below), then return the machine to your work network and continue to use this certificate.

% _PSCAD (64-bit) Prafessional Schematic ad PO Sone) ﬁ

B= | Fome | Proea  view  Toos  componems  Modes

Certificate Licensing I hd

" Racent Projects/Workspaces —
Lj =g b B £4 =

b Y
L. 5| e O
E Save L3
4 Termination Behaviour

N
& | Unlazd  » Certificate behaviour Retain certfficate] E"

- Unable to return a certificate on exit Notify me
E’ Pint ¥

Q- @

System Settings | |Options | Bt Certificate behaviour
! hv.};
On exit, the active certificate can be retained for further use on this machine, or returned to the server
for use on another machine.

Note
If you are sharing this license certificate with other users, this is not the preferred solution, because
the license certificate will not be available for other users, but will remain activated on your machine.
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2.15 Receiving an “Unable to obtain the certificate” Error Message

Problem

When trying to activate a certificate in the PSCAD application, the following error displays:

Unable to obtain the certificate

When the PscadLmgr.txt file is displayed (as per Appendix D.2), the following messages display:

Saving received certificate to C:\Users\
ERROR: Unable to save certificate.
ERROR: Cause: Access is denied.

Cause

The user does not have permissions for the following locations, therefore, a certificate may be not saved to the
user’s machine:

C:\Users\Public\Public Documents
Solution (1) — For any version
Obtain permission to create and write to the above location.
Solution (2) — For PSCAD v4.6.3+
If using PSCAD v4.6.3 and later, configure PSCAD to use a folder for which you have permissions, as follows:
e Inalocation in which you have permissions, create a new folder. For example: C:\PSCAD\Licensing

e Add the following path to the folder: Manitoba HVDC Research Centre\Licensing\Licenses. In the above
example, the path will become: C:\PSCAD\Licensing\Manitoba HVDC Research
Centre\Licensing\Licenses

e Determine your preferred PSCAD launch shortcut (e.g. desktop, Windows Start menu, Task Bar).

e Inthe PSCAD launch shortcut, modify the command line argument to point PSCAD to the new folder.
Using the above example, this would be added as shown:

Copy ‘
L -
Create shorteut EJ Pscad v4.6.3.exe Properties ﬁ
. nght-dmk on the SIhOﬂCUt; Belete | Genera\| Shortcut |Compat|b|l\ty| Secumtyl Details | Previous Verswons|
and select Properties Rename
\ Properties Eg Pscad v4.6.3.exe

ET! Pscad v4.6.3.exe
Targettype: Application

Targetlocation:  wing4

2. Add a SPACE, followed by: =—————0_1 |

T Target 34\Pscad.exe" "[CommonDocs:C\PSCAD\Licensing”
" /CommonDocs:C:\PSCAD\Licensing”

3. Select OK ~{ |
-"""--._

[ ok [ cancel || aAppy

e  Whenever PSCAD is launched using this shortcut, the licensing file will be stored in the new folder.
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Note about Solution (2):

The alternative folder must be specific to a machine. You cannot use a public folder accessible to all machines as
then all users would share a common user profile settings, which could be modified by any user.

Example of a valid path:
\\SomePublicFolder\Machinel\CommonDocuments [used only by Machinel]
\\SomePublicFolder\Machine2\CommonDocuments [used only by Machine2]
Example of an invalid path:

\\SomePublicFolder\CommonDocuments [used by all machines]
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2.16 User is unable to activate and save a License Certificate

Problem

A user has access to certificate licensing, and has apparently checked out a certificate on his machine. However,
the certificate cannot be used to run PSCAD on that user’s machine, and the certificate is now considered to be
checked out and not available for any other user.

In the Imgr.txt file, the following messages display:

Saving received certificate to [SOME FILE PATH]
ERROR: Unable to save certificate.
ERROR: Cause: Access is denied.

Cause

The certificate is seemingly checked out to a machine, and this is logged in MyCentre. However, PSCAD was
unable to save the license file for the Certificate Licensing to this user’s machine, because the user does not
have the required permissions to do this. Specifically, the user does not have read/write/create/delete
permissions for the following location:

C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses
Solution
The user must be granted the required permissions as indicated above.

The user may contact our Support Desk (support@mhi.ca) and request that the certificate be returned to the
server, so that it may be re-activated. When communicating with the Support Desk, please ensure to include
your PSCAD license number.
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2.17 Useris unable to log in or to activate a License Certificate

Problem

When attempting to log in to MyCentre through PSCAD, the following error displays:

Login

Please enter your Username and Password

[ ] Remember Me

Failed to contact the server. Timed out waiting for a response from the server.
The server may be busy. Please try again in a few minutes. If still unable to
contact the server, then please locate and e-mail the PscadLmgr.txt file to PSCAD
support.

Forgot Password Register Cancel

Also, when a connection test is run, an error related to connection to server 50300 is displayed:

N PSCAD 46.3 (64-bit) Professional System Settings X

n Home = Projet  View  Tools  Utilities

Certficate Licensing | Associations
New ) Recent Projects/Workspaces c
PSCAD x
B oot [fen
Usemame and Password Edt Unable to contact the server at:
H swe ¥ E> E> http://licensing.pscad.com:50300
Status
e @ §. Noresponse was received during the
adking / hew ) .
ESCAD Dottt Echion. spies 201412/20 time-out period for a request.
5’ Print ¥ Connection to server To resolve this issue...
@ = - Logfie View Please try again.
= =]
°”"""‘ =
ok | Cancel | Heo |

Also, messages similar to the following may display in the PscadLmgr.txt file:

(Sun Nov 25 10.44.43 2018) Endpoint = http://licensing.pscad.com:50300/Licensing/NormalService
(Sun Nov 25 10.44.43 2018) Active binding: WSHttpBinding

(Sun Nov 25 10.45.05 2018) ERROR:  Failed to contact server

(Sun Nov 25 10.45.05 2018) Endpoint = net.tcp://licensing.pscad.com:50301/Licensing/NormalService
(Sun Nov 25 10.45.05 2018) Active binding: NetTcpBinding

(Sun Nov 25 10.45.26 2018) ERROR:  Failed to contact server
Cause

PSCAD is somehow configured incorrectly, and trying to connect to the wrong location for the certificate
licensing server (50300). This causes the login error.
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Solution
e Correct the two server addresses in PSCAD if required:

°  Launch PSCAD.

[e]

Ensure the certificate licensing server addresses are set to the following addresses. If not, copy and paste in the
correct addresses:

http://licensing.pscad.com:80/Licensing/S(ServicePath)Service
net.tcp://licensing.pscad.com:443/Licensing/S(ServicePath)Service

16.3 (64-bit) Unlicensed i fopication Options ==
=] iHm Project  View Tools  Utiities Certficate Licensng -|
Iy
., Recent Projects/Workspaces < Tvomp]
Notify me when the liense within 7 days
Prompt on ‘Log Out' True
+ Pproxy Server (HTTP)
Type Use the defautt proxy
RL
Savi 3
E N Authentication Defaut
Credentials for default web | Default
: Isername
password
Expac 100
Server
Server address #1 hitp://icensing.pscad.com:80/Licensing/${ServicePathjService
ta Help  * Server address #2 et tcp:/icensing. pscad.com:443/Licensing/S{ServicePath)Service
ep

s s cmns i

e Login and licensing should now work.

If the issue persists, and if multiple versions of PSCAD v4.6 are installed, uninstall all versions of PSCAD v4.6, and
delete any desktop and taskbar shortcuts to PSCAD v4.6.

e Browse to the following folder:
C:\Users\[username]\AppData\Local\Manitoba HVDC Research Centre\PSCAD

Note
If the AppData folder is hidden, it may be displayed as shown:

Windows 7 Windows 10

e Inthe above-listed folder, if the user_profile_46.xml file is present, move the file to a new temporary
sub-folder. PSCAD 4.6.3 can then install the correct Certificate License Server address default settings.

e Re-install PSCAD 4.6.3.
e lLaunch PSCAD 4.6.3, and it should create and save the correct default settings file.

If the issue persists after trying the above suggestions, please send in the following to our support desk
(support@mbhi.ca):

e Your licensing log file:
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e Your Medic log file as per Appendix A.3.
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2.18 Receiving a “A crytographic error occurred” Error Message

Problem
When attempting to activate a license certificate, the following error displays:
PSCAD X
Unable to obtain the license certificate
A cryptographic error occurred.
l .  Toresolve this issue...
Please restart the application, and then try again. If still

unable to contact the server, then please locate and e-mail
the utility log file to PSCAD support.

Retry ‘ Cancel |

Solution

In some cases, simply launching the application with Windows Administrator privileges resolves the matter:

o Close all instances of the application.

e Right-click on the application launch link, and select “Run as administrator”.

If the above suggestion does not resolve the matter, please request assistance from the MHI support desk. To
expedite assistance, please include the information as specified in this article.
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2.19 Useris Unable to Activate, Return, or Renew a License Certificate when Connected over VPN

Problem

When a user is connected over VPN, and is attempting to activate, return, or renew a license certificate for one
of the MHI products (e.g. PSCAD, FACE, Enerplot...), this action fails.

Note
This issue assumes that the customer is already logged in to MyCentre.

The product licensing log file shows messages similar to the following:

Attempting to contact server using http://licensing.pscad.com:80/Licensing/$(ServicePath)Service

ERROR: Cause: There was no endpoint listening at http://licensing.pscad.com/Licensing/NormalService that could
accept the message. This is often caused by an incorrect address or SOAP action. See InnerException, if present, for
more details.

ERROR: Cause: A connection attempt failed because the connected party did not properly respond after a period of
time, or established connection failed because connected host has failed to respond 172.22.1.61:80

ERROR: ErrorCode: 10060
Attempting to contact server using net.tcp://licensing.pscad.com:443/Licensing/$(ServicePath)Service

ERROR: Cause: A connection attempt failed because the connected party did not properly respond after a period of
time, or established connection failed because connected host has failed to respond 172.22.1.61:443

ERROR: ErrorCode: 10060

ERROR: Failed to contact the server. Timed out waiting for a response from the server.

Unable to [activate / return / renew] the license certificate. Failed to contact the server. Timed out waiting for a
response from the server.

Background — Failed Attempt to Activate a Certificate:

When connected over VPN, the customer launches one of the MHI products, and attempts to activate a
certificate.

The licensing log file displays messages similar to those listed above, and a corresponding message is displayed
in the particular application:

e Inthe PSCAD application, a message is displayed indicating that the Start Page cannot connect to the
MyCentre Server, and an error is displayed:
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master:Main(0) | start Page [El PSCAD X

Unable to obtain the license certificate.

Unable to connect to Failed to contact the server. Timed out

MyCentre Server. waiting for a response from the server.
To resolve this issue...

The server may be busy. Please try again
in a few minutes. If still unable to contact
the server, then please locate and e-mail
the PscadLmgr.txt file to PSCAD support.

Retry ‘ Cancel

Background — Failed Attempt to Return a Certificate:

When not connected over VPN, a customer logs in to MyCentre, launches one of the MHI products, checks out a
certificate, then closes the products with the certificate “retained”. On a following day, the customer connects
over VPN, launches the product, and the product remains licensed. An attempt to return the certificate fails. The
licensing log file displays messages similar to those listed above.

The licensing log file displays messages similar to those listed above, and a corresponding message is displayed
in the particular application:

e Inthe PSCAD application, a message is displayed indicating that the Start Page cannot connect to the
MyCentre Server, and an error is displayed:

master:Main(0) |st-n Page -| PSCAD e

Unable to return the license certificate.

Unable to connect to Failed to contact the server. Timed out

MyCentre Server. waiting for a response from the server.
To resolve this issue...

The server may be busy. Please try again
in a few minutes. If still unable to contact
the server, then please locate and e-mail
the PscadLmgr.txt file to PSCAD support.

Retry

Background — Failed Attempt to Renew a Certificate:

When not connected over VPN, a customer logs in to MyCentre, launches one of the MHI products, checks out a
certificate, then closes the products with the certificate “retained”. On a following day, the customer connects
over VPN, launches the product, and the product remains licensed, however, the renewal fails. The licensing log

file displays messages similar to those listed above.
Cause
VPN connection somehow blocks communication to the license server.

Solution

Restart the machine, ensure VPN is disabled, and activate or return the certificate.
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2.20 Receiving an Error Message “Unable to obtain the license certificate” when attempting to activate,
renew or return a certificate
Problem

When a user is attempting to activate, return, or renew a license certificate for one of the MHI products (e.g.
PSCAD, FACE, Enerplot, ...), this action fails.

A message is displayed, for example, the following is posted in PSCAD for a failed activation:

Unable to obtain the license certificate.

Unable to create or update a certificate.

To resolve this issue...

Please locate and e-mail the PscadLmgr.txt file to PSCAD support.

Also, the licensing log file displays the following error:

Attempting to Request License Groups for [product]
Failed to obtain a license certificate

Cause 1
User does not have full permissions on creating/modifyng the certificate filepath, which is required for using
certificate licensing:

C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses

Further evidence, when the Fortran Medic utility (Appendix A.1) is run, an error indicating that the user does not
have full permissions on the above path is specified in the “Certificate Licensing” section.

Solution 1
One of the following options may resolve this:

e  User may try launching PSCAD with Windows Admininstrator privileges (from the Windows Start
menu, browse to the PSCAD link, right-click on the link, select “More”, then select “Run as
administrator”), or

e  User may obtain full creation/modification permissions on the above filepath (contact your IT
Team if applicable).
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Cause 2

Protection software is preventing the user from being able to modify the following path:

C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses

One known protection software that blocks this, is BitDefender.
One other note is that the Fortran Medic utility (see Appendix A.1) detects the following error:

Certificate is saveable
Failed

Unable to create or update a certificate.
Access to the path ‘C:\Users\Public\Documents\Manitoba HVDC Research
Centre\Licensing\Licenses’ is denied.

Solution 2
Configure your protection software to allow the user full permissions to the above path, or

Simply turn off the protection software temporarily, when activating, renewing or returning a certificate.
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2.21 Receiving an Error Message “Unable to obtain the license certificate...All such certificates are currently
in use” when attempting to activate a certificate
Problem

When a user is attempting to activate a license certificate for one of the MHI products (e.g. PSCAD, FACE,
Enerplot, ...), this action fails.

A message is displayed, for example, the following is posted in PSCAD for a failed activation:

R -

Unable to obtain the license certificate.

Failed to acquire a license certificate. All such certificates are
currently in use.

To resolve this issue...

You need to return a checked out license certificate.

Cause (1)

All license certificates for this product are checked out already on other machines, and none are available.
Solution (1)

Determine to whom licensing is checked out, and request that they launch PSCAD and return the certificate:

e To use MyCentre to determine who has checked out a license, log in to MyCentre, and browse to the
workgroup | licenses. For details on using MyCentre, refer here:
rhttps://www.pscad.com/knowledge-base/article/651

e To return the certificate, the user must launch PSCAD on the machine on which the license is checked
out, then select the option to return the certificate.

Cause (2)
The machine name had been changed after the certificate was checked out, therefore the certificate was

deemed to be invalid, and licensing was halted.

In this case, note that MyCentre records indicate that the license is currently checked out on that user’s
machine.
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Solution (2)

e Send in an e-mail to the MHI Support Desk (support@mbhi.ca), requesting that the license be returned.

Ensure to provide the license number in your request.
o Delete the following file from the machine:

C:\Users\Public\Documents\Manitoba HVDC Research Centre\Licensing\Licenses\74.xml

e Once you have received confirmation that the license has been returned, try to activate the license
certificate.
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2.22  Receiving an Error Message “Communication with server failed. Unable to use WCF to connect...”
when attempting to activate a certificate
Problem

When attempting to activate a license certificate for PSCAD, FACE, Enerplot, ...), this action fails, and the
following messages display:

The type 'Microsoft.VisualStudio.Diagnostics.ServiceModelSink.Behavior,
Microsoft.VisualStudio.Diagnostics.ServiceModelSink, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f11d50a3a’' registered for extension
'Microsoft.VisualStudio.Diagnostics.ServiceModelSink.Behavior' could not be loaded.
(C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config line 232)

Cause
According to online documentation, this can occur when a machine has one or more of the following is installed:
e Visual Studio 2010
e Visual Studio 2012
e Visual Studio 2013
e Visual Studio 2015

And then one or more of the above software become partially or completely uninstalled, or removed.

Solution (1)
1. Perform the following:

a. Download the run the |atest Fortran Medic as per Appendix A.2.
Note
Older versions of the Medic (August 2020 and older) will not work.

b. When the Medic displays the results, scroll down to the “Certificate Licensing” heading, then look for
the “VSDiag_RegWocf” subsection.

c. Ifany instances of this utility are discovered on your machine, the Medic will list any Visual Studio
folders which contain this utility. For example, the following was detected on a test machine:

VSDiag_RegWcf exe
C:\Program Files\Microsoft Visual Studio 10.0\Common7\IDE\vsdiag_regwcf exe
C:\Program Files (x86)\Microsoft Visual Studio 14.0\Common7\IDE\vsdiag_regwcf exe

d. If any instances of this utility were detected in Step (d) above, then perform the following for each
instance:

e Launch a Windows Command Prompt with Administrator privileges.
e Inthe Command Prompt, browse to one of the folders listed by your Medic.

e Inthe Command Prompt, type in the following, then press Enter.
Vsdiag_regwcf.exe -u
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M Command Prompt

L3l Run as administrator
Search the web E>
1] Open file location
/O € - See web results
== Pin to Start
Folders (7+)
<= Pin to taskbar
Settings (4+)

e. Reboot your machine.

f. Launch PSCAD and try to activate a certificate.

Solution (2)

Resolving Certificate Licensing Issues

B Select Administrator: Command Prompt

Microsoft Windows [Version 10.0.17134.1246]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd location of file

location of file>vsdiag_regwcf.exe -i_

This solution will locate and modify the .NET Framework machine.config files to remove all ServiceModeSink

references and then reboot.

The second method is to edit the machine.config files to remove any and all references to the ServiceModeSink
assembly (dll) which apparently cannot be found and loaded on your machine. This action is only possible if the
Medic has detected that the machine.config files have references to the offending ServiceModeSink assembly.

There are generally two machine.config files of interest here:

e C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

o C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config

a. Check if the above files have any ServiceModelSink references as follows:

Note

This step will require Windows Administrator privileges on your machine.

e Download the run the latest Fortran Medic with Windows Admininstrator privileges (see note (ii)

below) as per Appendix A.2.
Notes

(i) Older versions of the Medic (August 2020 and older) will not work.
(ii) When the Windows User Account displays, select “Yes”.

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your

device?

FortranMedic.exe

Publisher; Unknown

File origin: Hard drive on this computer

——
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e  When the Medic is finished, scroll down to the Certificate Licensing section. Scroll down a bit
more, to information similar to the following:

machine config (x84)
exsts

machine config (x64)
exists
references found

b. If one or both files have the references found status, then the Medic might be able to be used to help
resolve the issue.

c. Onthe Medic menu, select Help | Advanced help | ServiceModeSink issue | Fix

Warning

Please carefully read the displayed instructions and disclaimers.
You may want to have an IT person present.

Proceed with caution if you want to.

d. The Medic implements the fix as described below. You do not need to manually rename or copy
anything:
e Copies the existing machine.config file to a machine.config.cached_original

e Loads the existing machine.config file and remove the ServiceModelSink nodes from the file, then save
the modified content as machine.config.cached_maodified

e Replaces the machine.config file with the machine.config.cached_modified file

e. If the Medic is able to replace the original files with the modified files, reboot your machine, launch
PSCAD and try to activate licensing.

Note

If you need to revert (cancel) the above fix, then do the following:

1. On the Medic menu, select Help | Advanced help | ServiceModeSink issue | Revert to defaults
2. Then reboot your machine.
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2.23  Certificate Licensing Selection Dialog is Blacked Out

Problem

When attempting to activate a license certificate, the selection dialog is blacked out:

Select Certificate X

And when the Medic Utility is run as per Appendix A.3, the status of of this file will display within the PSCAD
installation. In the example below, the file is present:

PSCAD X4 Release (4.6.3 (x64)) [Release date: 2020.09.20 07.51.24 ]
Dockable pane settings
Installed by: Installshield
Install folder: C:\Program Files (x86)\PSCAD46
Folder exists
App folder:  C:\Program Files (x86)\PSCAD46"bin\win64
master psix (version = 4.6.3.2, revised = 2020.02.19 14:05:37)
fortran_compilers xml (date: 2017.09.12 timestamp: 2017.09.12 state: latest )
matlab_versions xml g{imestamp: 2016.05.30 state: latest )
TLine.exe (version = 2018.02.28)
[MFCMIF80Il (version = 14.0.24213.1) |

Cause
The Windows MFCMIF80.dll is missing or too old.
Solution

Reinstall PSCAD.

Appendix A Using the Fortran Medic Utility

Al Overview
The Fortran Medic utility is our standard mechanism for gathering and displaying information about a user’s
machine that is relevant to installing, launching, licensing, and running the software (see Appendix A.2).

This utility does not perform any reporting back to MHI, other than allowing a user to generate a text log file and
forward it to our Support Desk to assist with troubleshooting (see Appendix A.3).

This utility does not modify anything on a machine without a user’s explicit permission, which is obtained by
clicking on the green or red arrows and confirming the recommended action (see Appendix A.4).

Many of the issues that may be detected by the utility are related to MHI products and relevant third-party
software installations,compatiblity, integration of Intel compilers with Microsoft Visual Studio, lock-based and
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certificate licensing, and protection software that may be preventing MHI product usage (see Appendix A.5 for
some of the more common issues).

Appendix A.6 lists some of the functions in the Fortran Medic Utility.

A2

Running the Fortran Medic Utility

The utility may be run as follows:

a.

b.

A3

Download the latest “FortranMedic” from our website:

http://updater.pscad.com/utilities/FortranMedic.zip

Unzip the downloaded file, save it to a local drive, and run the unzipped “FortranMedic.exe” file.

To run the Medic without Windows Administrator privileges, select “No” when prompted by the
Windows User Account Control. (The Medic will not be able to be used to make any changes to your
machine)

To run the Medic with Windows Administrator privileges, select “Yes” when prompted by the Windows
User Account Control. (The Medic will be able to be used to make changes to your machine)

When the Medic opens, click on the “Actions” menu and select “Start”. The utility will retrieve
information about your computer.

Generating the Log File

The utility log file may be generated as follows:

a.

b.

A4

Run the utility as per Appendix A.2.

Click on the “Actions” menu and select “Save Messages”. The FortranMedic message window will
display the location of the saved messages text file on your computer.

Send this log file to support@mbhi.ca, along with any other relevant details.

Fixing Issues using the Utility

The utility may be used to fix issues as follows:

a.
b.

C.

Run the utility as per Appendix A.2.
Right-click on any red arrow to display a menu to fix it.

Right-click on any green arrow to optionally perform additional actions only if instructed by
support@mbhi.ca.

Specific errors within this utility are listed in Appendix A.5.
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A5 Errors Listed in the Utility

The following table lists common errors within the utility along with solutions:

Error Solution
1. Machine Info Your computer time is different from the global time by more than three minutes.
Conflicts Set the correct time, date, and time zone as per Section 2.2 Problem 1.

Your system clock is not synchronized to global network time.

2. Licensing If this path is listed, this path must be incorrect, and may be fixed sas per Section 2.10.
PSCAD 4.x

URL 1: http://licensing.pscad.com:80/Licensing/
S(ServicePath)Service_some_error_in_path

3. Folder Info ... This message is displayed if the Medic detects that PSCAD is not able to create and write to the user
Other folders... profile files in the user application folder.
User profile files are not creatable or saveable

Right-clicking on the error displays the following message:
¥ Unable to delete file.

i Warning Ié1

PSCAD is unable to create a user profile file in the following folder:

C:\Users\[yourusername]\AppData\Local\Manitoba HVDC Research Centre\PSCAD
To resolve this issue, you need to do the following:
1. Whitelist this folder in your firewall/anti-virus settings, or

2. Ensure you are using PSCAD 4.6.3 or better, and
User folder redirection to specify an alternative folder

To perform Solution 2 in the above dialog, refer to Section 2.15 Solution (2).

b

To see the message that is displayed when the Medic does detect that PSCAD is able to create and
write to the user profile files, see Appendix A.6 Item 1.

4. Licensing... This message is displayed if the Medic detects that the PSCAD application is unable to reach the
Certificate Licensing certificate licensing server.
Contact Server This issue must be resolved if the user will wish to activate PSCAD licensing or log in to MyUpdater.
Failed Appendix B lists the IP addresses that the PSCAD machine must be able to connect to.

Unable to contact the server. You are most likely using a network connection
which requires you to first log in using a browser.
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Licensing
Certificate Licensing
PSCAD (v3, v4, x4)
C:\Users\Public\Documents\Manitoba HVDC Research
Centre\Licensing\Licenses

¥ Folder does not exist (but is most likely required)
PSCAD (v5 and better), Enerplot, PRSIM, Initializer, FACE
C:\Users\<USER ID>\AppData\Local\Manitoba Hydro

International | Licensing\Licenses

» Folder does not exist (but is required)

Right-clicking on the “Folder does not exist” message as shown left will display the dialog box as shown
below. Select OK to allow the Medic to 1. create any missing portions of the path listed to the left, and
2. to apply full permissions on this path for the current user.

Confirm folder action X
This folder with FullControl permissions for this user is
required for certificate licensing of:

<PRODUCTS>

Select OK to ensure folder exists with Full Control for this user
Select Cancel to ignore this warning

Note — Also see additional method for using the Fortran Medic utility to only do the second item listed
above, to allow the user to have full permissions, as per Appendix A.5 Item 6, below.

Licensing
Certificate Licensing

PSCAD (v3, v4, x4)
C:\Users\Public\Documents\Manitoba HVDC Research
Centre\Licensing\Licenses

P Folder exists (with insufficient permissions)
PSCAD (v5 and better), Enerplot, PRSIM, Initializer, FACE
C:\Users\<USER ID>\AppData\Local\Manitoba Hydro

International\Licensing\Licenses

¥ Folder exists (with insufficient permissions)

The user does not have full permissions on the filepath. Full permissions on the filepath are required
when using certificate licensing for running MHI products. See Section 2.12 for more details.

To use the Fortran Medic utility to restore full permissions on the filepath:
e Ensure you have Windows Administrator privileges on your machine.

e Ensure you have launched the Medic utility with Windows administrator privileges (right-click on the
downloaded/extracted FortranMedic.exe file (Appendix A.2), and select “Run as administrator”).
Direct the Medic to restore full permissions on the required filepath according to the product you
are using:

5 Fortran Medic Utility [Debug) - o x
Adtions  Prerequisites | Help

About

Contacting support

PSCAD Installation Errors

PSCAD Build Errors

Resolving PSCAD lssues kthe eror # possible. or.
MyCentre,

Knowledge Base.. Nor M

Advanced help . sue '
b ok ik oy e b b e C cenficats || pSCAD 85 and 6 ]
onty f nsnucted by suppod @mh ca Ensure required permissions for certificate licensing PSCAD S
< 3 non-PSCAD products

Note - “non-PSCAD products” refers to PRSIM, Enerplot, FACE, Initializer.
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User attempts to perform any changes to their machine using the Fortran
Medic utility.

A dialog similar to the following displays:

Warning x

8 Unable to <perform some action>.
Cause: <some sort of accessing error>

You need to run this application with elevated privileges
and then try again.

The Fortran Medic utility was not launched with Windows Administrator privileges, therefore the
Medic cannot make any changes to this machine.

To allow the Medic to make changes to this machine, close the Medic, and relaunch the Medic with
Windows Administrator privileges as specified in Appendix. A.2.
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A.6 Functions Listed in the Medic

The following table lists some of the functions within the Medic:

Function Action
1. Folder Info ... This message is displayed if the Medic detects that PSCAD is able to create and write to the user profile files
Other folders... in the user application folder.
User profile files are saveable Or, see Appendix A.5 Item 3 if the Medic detects that PSCAD is not able to perform the above.
Yes
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Appendix B Certificate Licensing — Requirements

Requirements for certificate licensing are posted to the Knowledge Base.
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Appendix C Testing Licensing Connectivity for Certificate Licensing

If connectivity is the suspected cause of a certificate licensing issue, the Proxy Detector Utility may be used to
test the connectivity. The resulting log file may then be forwarded to our Support Desk for analysis.

e Download the following ZIP file:

http://updater.pscad.com/utilities/ProxyDetector.zip

e  Extract (unzip) ALL FILES to a temporary folder.
e Runthe “ProxyDetector.exe” file from the new temporary folder.

e  When the utility displays, click on Actions | Start licensing connectivity tests.

85! Proxy Detector Utility [Release]

Actions... | Help 7 :
Start licensing connectivity tests... L

Chrw lirencina rannactivity tacte

e  When the following screen displays, simply select “Accept”:

s} WCF Connectivity Test Settings | (5]

Proxy settings
http.//Server. Port/

User name:

Password

e Save the messages and send in the generated log file (support@mbhi.ca):

p
#y Proxy Detector Utility [Release]}

Icensing connectivity tests...
Show licensing connectivity tests..

Start MyUpdater connectivity tests.. P
Show MyUpdater connectivity tests...

Start FTPS connectivity tests..,
Show FTPS connectivity tests..

Start HTTPS connectivity tests...
Show HTTPS connectivity tests..

Instructions

Save messages.

L Save mes-saqes as.. J
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Appendix D Licensing Log File

D.1 Overview

The licensing log file is a log of licensing activities that were performed on a machine. This log file may be used
to review licensing activities and to troubleshoot licensing issues.

D.2 Displaying the Licensing Log File

a. For PSCAD V5, PRSIM, and the PSCAD Initializer:

Licensing ~ Log Out

[B Certificate b

[H View L4 Current Certificate
License Settings Available Certificates
Server Settings Log

Contact Server

b. For PSCAD X4:

Prjet  View ool Uises System Settings x

Cedicate Licensing | Assacietions |

Mentre

License Catficate [(Reum |
¢ Usemame and Password Edt.
Status
PSCAD Professional Ediion, expines 2019/05/24 View.
[z Jorens e N -
Log file View
OK Cancel Help
c. For Enerplot and FACE:
= O X
Licensing v Log Out e 0

Acquire license
Release license

View current license
View available licenses
Behaviour settings

Server settings

Contact server

View log
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D.3 Sending in your Licensing Log File to the Support Desk

The licensing log file may be sent in to our Support Desk as follows:
a. Display the PscadLmgr.txt file as per Appendix D.2.

b. Save the PscadLmgr.txt file to your machine:

J PscadLmgr - Notepad
File  Edit Format View Help

New Ctrl+N
Open... Ctrl=0
Save Ctrl+S
Save As...

c. Sendin your license log file to support@mhi.ca, along with a description of the issue.
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